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ABSTRACT
The rapid updates to the SAS software implemented in a regulated controlled environment within the Pharmaceutical Industry have created validation challenges.  The users require the functionality of version upgrade such as those offered in SAS 9.2 but the complexity of computing environments in a dynamic hardware and software platform makes it difficult to maintain an optimal validated SAS system.  This paper will share practical methods and techniques used in the validation of an upgrade for SAS 9.1.3 to version 9.2 including file migrations to a new server.  Some of the areas it will cover include:

· SAS IQ/OQ – SAS 9.2 is bundled with a series of scripts for performing installation and operational qualifications. 
· Performance Qualification – Performance tuning and testing are not covered by SAS tools.  This paper will illustrate methods and macros on how to perform this testing.
· Third Party Software – SAS connects to other databases and analysis tools.  The upgrade of SAS triggers change control that requires revalidating other related software.
· File Migration – Moving SAS files while maintaining all the same permissions and related applications requires rigorous testing.

Maintaining a validated SAS system is critical in performing analysis of clinical data in a regulated environment.  The lessons learned is based on real world SAS upgrade experiences that will be shared in this paper to save time and ensure the integrity of SAS upgrades to 9.2 or any future release. 
Introduction
Validation of a SAS system most commonly occurs during an upgrade from an older version of SAS or moving to a new platform.  The examples used in this paper include migrating from SAS 9.1.3 to SAS 9.2 and moving from a legacy server and operating system to the windows platform.  In either case, similar validation challenges are confronted.  It is recommended that you first acquire a global view of the system and identify the architecture.  Only after gaining this perspective would it be useful to then zoom in and focus on individual components.  This allows you to access the scope and interconnectedness of each component so that your validation efforts are balanced and thorough.  Once the architecture is clearly understood, the requirements and functional specifications of each component are documented.  These functional specifications then drive the validation testing.  
It is important to follow these steps in a systematic and orderly fashion since they are interdependent.  Documentation of each step in the validation process is also essential in capturing and proving that the validation effort was done properly.  Besides documenting each step, it is also important to capture the traceability of each validation task.  For each test case that is performed, there is an associated functional specification which then is connected to the requirements for a particular component of the system as a whole.   The map or traceability matrix that ties all these validation components together is pivotal to an auditor.  Proper documentation will make the difference between a successful validation audit and a complete failure.  


The main goal of the validation effort is to ensure that the installation and implementation of the SAS system and its associated tools function as intended by the vendor (SAS Institute) and your organization.  The validation will ensure this success.  In addition to this goal, the documentation of your validation effort will also ensure the integrity of your computing environment and be in compliance with regulatory requirements such as the CFR Part 11 within the biotechnology and pharmaceutical industry.  
SAS Installation qualification (IQ) and Operational Qualification (OQ)
The purpose of the Installation Qualification (IQ) is to ensure that the SAS software has been properly installed on the server.  The SAS IQ tool checks the installation files and provides a checksum which documents that the SAS software has been installed properly.  The purpose of the Operational Qualification (OQ) is to ensure that SAS operates properly on the server.  The SAS OQ tool checks that SAS operates correctly and provides a checksum which documents that the SAS software operates correctly.
A checksum can be defined as follows:
“A checksum is a count of the number of bits in a transmission unit that is included with the unit so that the receiver can check to see whether the same number of bits arrived. If the counts match, then one can assume that the complete transmission was received” (http://www.mnhs.org/preserve/records/electronicrecords/erglossary.html 26Jul2010).

In this case, each file in the IQ/OQ has a unique string (checksum) associated with it.  When the SAS IQ/OQ tool is run it compares the current checksum with the known checksum and if the two checksums match then the file passes validation (IQ/OQ).
X
The SAS IQ/OQ should follow company standards.  Protocols for the IQ/OQ should be written, reviewed and approved before executing the test scripts provided by the SAS Institute.  The protocols should contain step-by-step instructions (including screenshots) so that the person executing the test scripts and the persons reviewing and approving the executed steps in the protocol are absolutely clear about the steps necessary to show that the SAS system is validated (IQ/OQ).  The person executing the protocol should print-out the completed protocol, the test scripts, the test script log files and the test script output for review and approval.  These documents should also be available for inspection in case of an audit by the FDA or other Regulatory agencies.
Performance Qualification
The Performance Qualification (PQ) for SAS ensures that the system will function properly in a real world environment with the appropriately sized input and output datasets that is processed along with the CPU intensive processing required for running SAS statistical procedures. This may vary widely depending on the types of analysis that you would perform upon specific data. The goal is not measure the exact performance of each and every example you have but rather identify the largest data and the most complex analysis simulating a stress test of the system.  This would push the system to the maximum computing capacity while measuring if it still generates the desired result in a reasonable amount of time.  Because the PQ is by definition unique to each environment, it is challenging to come up with a fixed set of tests that can be applied to all systems.  This is the reason why SAS has provided a set of tools as part of the installation for performing IQ/OQ but does not have anything to assist the user with the PQ. This section will describe a process and macro programs established specifically for the purpose of testing the Performance Qualification of SAS during installation.
The parameters of the test have to be clearly defined in order for the result to be meaningful. The following lists some required key conditions of the Performance Qualification testing for the installation of SAS 9.2.
 
1. Test Scripts – A group of SAS programs has been identified to be representative of a production environment.  This contains large input datasets and generate large output datasets or reports.  This also contains the most complex and largest data to create a stress test.

2. Performance Metrics – The FULLSTIMER option within SAS is applied so the elapsed time and CPU usage is documented in the log for each execution for accurate measurement.
3. Acceptance Criteria – The test must include a successful single run of all the programs.  The elapsed time for the single run representing one user is recorded as a baseline and the same set is executed simultaneously in separate threads simulating multiple users in a real environment.  The average elapsed time is recorded for the multi-thread execution.  A comparison is evaluated with a pre-determined condition for acceptance.  For example, if the group is small, the multi-thread can contain five simultaneous sessions simulating five uses, an acceptable criteria for this case would be that multithread elapsed time does not exceed five times the single thread elapsed time.

The execution of the programs for PQ can be tricky and time consuming since in order to have an accurate execution, you need to identify all the users and have them log on at the same time to assist in performing the test.  You can also simulate this by creating a macro which executes the test script in multiple SAS sessions as different threads.  This macro is named %INSTALLPQ and functions as a driver program initiating the timed execution of each programs.  Once the single user simulation is finished, multiple execution of the same program is performed in separate threads.  The macro parameters are described here.

%installpq  ( script = Performance Test Scripts,
              session = Number of Sessions,
              output = Output Documentation);

   

	 Where
	 Is Type...
	 And Represents...

	scripts
	C (40 chars)
	SAS Test scripts that contain large input data and complex statistical analysis testing the limits of I/O and CPU usage of the system.

	session
	Numeric
	Number of sessions that the Performance Qualification will be performed.  This is a number ranging from 2 to 100.

	output
	C (200 chars)
	The name of the output report file.  This can be in either HTML or PDF formats.  If none is specified, the default will be INSTALLPQ.HTML stored in the current directory.


In this example, the programs were executed in batch so the spawning of the simultaneous threads were accomplished through SAS X commands.  This is a command within a SAS program that executes a command to the operating system.  For windows, it is like staring a SAS program in a BAT file or at a DOS prompt.  The X command would start a separate SAS session executing the multi-user threads. If your programs share the same input dataset or output, running them at the same time cause file contention as multiple programs tries to update the same dataset.  You can get around this by creating a separate set of programs and data for each thread. You can name the programs as the single user case and then followed by a number.  So if the single thread program is named: aesum.sas, the multi-thread would be: aesum1.sas, aesum2.sas, aesum3.sas, etc….  The %installpq logic would need to execute the correct program to prevent data contention.
The log files of the test script contain the results from the FULLSTIMER option.  An example for the total elapsed time will appear at the bottom of the log as follows:
NOTE: PROCEDURE DISPLAY used (Total process time):

      real time           7.81 seconds

      cpu time            2.03 seconds
The %installpq macro would contain logic to parse through all the resulting logs; apply a PROC MEANS on the time and present in the final report the single thread time as compared to the averaged multithread time.   This will be used in determining if it has met the acceptance criteria and therefore passed.
Third Party Software
It is common to have other software installed the same machine that is used with the SAS.  Many third party software are not developed by SAS Institute but work with the SAS software.  There are two classes of these types of software.
1. SAS Independent – There are many tools such as Adobe Acrobat, Web Browsers, MS Office and even the operating system is considered software that works very closely with SAS but can be executed separately without the use of SAS.
2. SAS Dependent – There are programs such as PROC StatXact that is build upon SAS as a SAS Procedure or Definedoc which is a macro and SAS/AF application which is build upon SAS to generate DEFINE.XML.   In these examples, the software is specifically develop to function with SAS and does function like another SAS module.
 
In either case, it is required that all the software and their related versions and installed locations be recorded during the validation.  This is intended for change control management.  If any of these software changes, this could trigger an evaluation of risk assessment followed by an impact analysis and a re-validation effort. Most likely it will not be the full IQ/OQ/PQ testing that is needed in a SAS update or installation but depending on the risk assessment, the appropriate validation will be performed.

Among the two types of software, the dependent software requires a full validation of each third party software which can be treated separately from the SAS 9.2 IQ/OQ/PQ.  It is recommended that in this case, the SAS validation is completed first and then the third party software would be tested. Since the dependent software is very intergrated into SAS and SAS is being updated from 9.1.3 to 9.2, a formal IQ/OQ/PQ is also performed on the third party software is recommended.  The number of test scripts and details will be determined by the vendor and the result of the impact analysis.  In all cases, an update to a new version of SAS or new installation requires a formal validation of dependent third party software on the same machine.
File Migration 
File migration is simply copying all files (SAS program, datasets, log files, list files and other associated output/files) from the old server to the new one and then verifying that the migration was successful.  In theory this sounds like a simple task, but in actual practice it can be daunting for the following reasons.  First, copying a large amount of data (hundreds of gigabytes) takes time.  If anything goes wrong during the copying then all or part of the migration may have to be repeated.  Second, the migration needs to be verified.  This can be accomplished by generating a checksum for each file on the old server and comparing with a checksum for each file on the new server.  The two checksums (for each file on the old and new servers) are compared and if the two checksums agree then the migration was successful.  Again this takes time since each file has to be compared.
Before doing the actual migration, it is a good idea to do a dry-run on a subset of the files.  Doing a dry-run will give the person doing this task confidence that the actual migration will go smoothly.

Technical Issues
No matter how well planned test protocols are defined, there will be technical glitches that is inevitable which needs to be added into the project timeline.  The technical issues encountered in the SAS Validation and third party software have some similarities and will be described together.  The migration had a separate set of issues that required different set of solutions to resolve.  There is no particular order or logic to the issues that occur but an open mind and creative approach is needed to find an expedient solutions. Here are some examples of issues and their solutions.
SAS and Third Party Issues

1. SAS/IQ/OQ Benchmarks – The benchmark files that come with SAS is created at a particular time for the SAS build. A newer version of SAS based upon hot fixes and patches would lead to test cases to fail.  A review of the technical notes from SAS will confirm if the test is acceptable due these changes. In this case, the technical notes are used to document the acceptance.
2. Installation Order – Many of the third party software are dependent on SAS so some of the testing ran into errors when performed out of order.  The protocol had to be clarified that the installation and testing needed to be done in a very specific order.
3. Data Contention – In initial PQ testing, there were collision of files as multiple programs were trying to write to the same files.  These were separated out into their own directories so there were no longer data collisions.
File Migration Issues

1. Number of Files – The sheer number of files created challenges in performing comparisons.  A sampling will not catch all cases but it would be too time consuming to manually compare all files.   SAS Scripts were developed where possible so comparisons are automated and reports can summarize findings.
2. File Name Special Characters - Checksum was used to compare the files but an automated SAS script was used to perform the copy and comparisons. In some cases, the file names have special characters such as: ,|,<,>,?,*,&,/,% which crash the process.  An update to programs using NBRQUOTE or SUPERQ helped on some cases and other cases were manually compared.
3. File Permissions Special Characters – A similar issue came about in a script that compared the user privileges among files. The same approach was applied in updating the script with NBRQUOTE or SUPERQ where possible and a manual comparison was done in other cases. 
These are just examples since actual issues you will receive may differ.  In the example above, by developing scripts, it resolved one issue but it created others.  In the end analysis, it was still more efficient to have developed the scripts to automate.  
Lessons Learned
There are multiple factors that create challenges when performing testing and validating the SAS system.   The software mixed with third party vendor software combined with variations in the Performance Qualification test scripts create an infinite number of possible issues that you can run into in performing a testing.  It is important to have a clearly defined test plan and protocol but you must also be flexible in the event that there are technical issues that require changes to the protocol.  In these situations, it is more efficient to be adaptable to the situation.  Some of the challenges require a creative scripting solution.  The use of the operating system scripting languages may be used but the power of SAS is recommended as a method for creating scripts for automation.  This can more easily be  modified and adapted for other implementation that are on different operating system.  Anticipate unexpected deviations so have the clear and efficient method for managing deviations and their resolutions.  Effective communication between team members from different departments is essential.  This can be accomplished by having clearly defined meetings with all key members and if team members cannot make it in person; they can attend using Webex or similar screen sharing online meeting tools. A good version control of all validation documents storing MS Word, Excel and PDF formats is also recommended for the entire team.  Many of these challenges and methods are not unique to validating SAS but are issues involved in any complex technical endeavor that involves team effort. If there are existing processes, tools and procedures that you already use to tackle complex projects with many moving parts, use what has worked before for your validation project.
Management Perspective
Managers of SAS programming are busy people and they often wear multiple hats.  Dedicating the proper amount of time and resources to this type of task of validating a new server is important.  Do not underestimate the amount of time and resources required.

Successful completion of the project requires interaction with people in different departments (e.g., IT and Quality) and their review and approval of the required documents.  Having a weekly meeting with all the involved parties will help to keep the project moving.

Specific tasks which the manager may have to oversee include:

· Purchasing hardware and software

· Follow company validation standards

· Meeting with IT, Quality and other personnel on a regular basis

· Writing and execution of validation documents, such as:

· Validation plan

· User requirements and specifications

· Change management

· Traceability matrix

· Test scripts

· Validation Protocol (IQ/OQ/PQ)

· Validation reports (IQ/OQ/PQ)

· File migration

· Start-up of the new SAS system

Conclusion
Validating the SAS system and migrating to a new version is challenging due to the many dependent components relating to hardware, software and people.  In such a complex system, if one component is broken, it can trigger a “butterfly effect” rippling throughout other components rendering the entire system nonfunctional.  This concept is popularized by science fiction movies and chaos theory.  Validating SAS is not as exciting as science fiction, but perhaps you have to keep a light hearted and open minded perspective in tackling the challenges and finding creative solutions.  Performing the validation requires multidisciplinary set of skills that involves a collaborative effort from many team members ranging from IT, project managers, SAS programmers and statisticians.  A balance of technical aptitude is required along with effective communications skills are needed to navigate the deviations that arises during validation.  The examples in this paper illustrate methodologies and solutions for both the technical, managerial and communication approaches.  Although this process requires resources and investment in time, the result is worthwhile resulting in a system that will function with integrity and meet regulatory standards and regulations.
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