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I. PURPOSE/SCOPE

This procedure describes the data backup and recovery on MXI servers.  This applies primarily to SAS programs, logs and related output.  It also applies to all other files that are stored on MXI servers.
II. RESPONSIBILITY 
It is the responsibility of Bioanalyst within Biometry to initiate backup of files on a periodic basis.  It is the responsibility of the IT support staff to backup the data on the server.  
III. REFERENCES 
· Biometry Analysis Directory Structure WPG

· SAS Program Request and Specification WPG 

· SAS Program Style and Good Practices Guide WPG

· SAS Program Risk Assessment, Change Control and Validation WPG (type of programs, formal and informal assignment of Bioanalyst, how do we show the level in the program, in the header?)

· SAS Analysis File and Program Archival WPG

· Data Control SOP and/or WPG 

IV. DEFINITIONS 

· SAS - statistical package used by Biometry to perform statistical analysis.

· Bioanalyst – A member of Biometry, either a programmer who uses SAS to create or modify programs.

· System Administrator – An administrator as a member of both the IT and Biometry groups.  This user has the permissions to perform restoration of files.

· Program Requester - Person requesting development of a program from Biometry and supplying specifications for the program.  Requesters include Biostaticians, Medical Writers, and members of Clinical Data Operations, Clinical Operations, Quality Assurance and PCDS.
· Program Request – A request for analysis or for data integrity checking; either the creation of analysis files, or some form of output.  A program request may be for one or more analysis files, tables, listings, graphs or other output format.
· Task – A set of related programs and outputs usually for a single purpose, see the Biometry Analysis Directory Structure WPG for the definition and use of project tasks.

V. MATERIALS 

· Sy/Validate – User has to have access to Sy/Validate which is a software used to backup and restore files.

VI. SAFETY NOTES (N/A)
VII. PROCEDURES 

1.0 Backup SAS Programs
1.1 The Bioanalyst can create a version is selecting the "V - Version" option.  This does the following:

1.1.1 Captures a backup copy of the selected SAS program 

1.1.2 Captures the user name and date time stamp of the version 

1.2 There are no limits to how many versions you can backup except for the disk space that is available in the current folder. 

1.3 User name is captured through the operating system's login.  For example, in Windows, it would be the user name captured when the user logs into the Windows server. 

2.0 Backup SAS Output
2.1.1 The Bioanalyst can create backup of files of the following format: MSWord, Excel or Acrobat PDF.  He can accomplish this by selecting the "V - Version" menu option within Windows Explorer.  This is available through the right mouse click.  Once selected this option, the following tasks are applied:

2.1.1.1 Captures a backup copy of the selected MSWord, Rich Text Format (RTF), Excel or PDF file 

2.1.1.2 Captures the user name and date time stamp for this version  

3.0 Reviewing History
3.1 A history is captured for any program that has been versioned through Sy/Validate.  The Bioanalyst can review the history by selecting a program or output file and right mouse click and select the "V - History" option. 

3.2 The history list is identified with the following information:

3.2.1 An index number that captures the order in which each version was acquired 

3.2.2 The date and time when the version was captured 

3.2.3 The user name who applied the version 

3.2.4 The action which the user took when performing the version backup
4.0 Generating Backup Report
4.1 The Bioanalyst can generate reports of the complete history by right mouse clicking on the file and selecting "V - Reports". 

4.2 Each report generated is displayed on the screen.  In addition, a file is also created in the current directory.  The following file names are generated corresponding to each report name. 

4.2.1 Last Entry for Current Program v_last_curprog.html 

4.2.2 Last Entry for all Programs v_last_all.html 

4.2.3 Complete History of all Programs v_history_all.html 

4.2.4 History of Current Program v_history_curprog.html 

4.2.5 Detailed Report of Program Code v_detail_report.html
5.0 Restoring Files
5.1 The Bioanalyst can right click on any of the files that have been versioned and select the menu “V – History”.  Once in the history, user can click on the item in the history and click on the View button.  The user would then click on the Restore button to restore the selected files.   

5.2 The restore will overwrite the current program with the version that is being viewed.  The program that is being overwritten though is not completely lost since a backup version will be made prior to restoration.
6.0 Reviewing History

6.1 A history is captured for any program that has been versioned through Sy/Validate.  The Bioanalyst can review the history by selecting a program or output file and right mouse click and select the "V - History" option. 

7.0 Server Disk Backup

7.1 In addition to individual files being backed up as described above, the entire hard drive on the server is scheduled to have a backup applied onto a second backup server.  This is performed nightly where the image of the hard drive under the analysis volume will be copied.  This mirrored hard drive will have the most up to date data as of the previous evening at 2am.

7.2 The backup server will have a backup media backup of the data performed weekly.  The backup media is referred to as “tape” in this document but can also be in a form of a CD.  This tape will be stored in a separate location from the server room to ensure redundancy.
7.3 In order to facilitate disaster recovery, backup media are kept in a separate location from the building in Milpitas offices.  This is stored in a safety deposit box at the Bank of America in Fremont.  
8.0 Server Disk Recovery

8.1 The Bioanalyst would request a restoration of a file via an email.  The email would contain the name of the files and the path location.  This is sent to the System Administrator.  

8.2 The System Administrator will ensure that the requestor has the permissions to the directory in which the files are being restored.  Once it is confirmed, the administrator will begin the process of restoration.

8.3 The System Administrator will have the permissions to recover files if the main server is not available.  The administrator will log onto the backup server through a secured Windows authentification.  Any existing files on the main server will be backed up once again before any restoration is applied.

8.4 The identified files will then be copied from the backup server from the previous evening’s backup files on the backup server.  This will be written on to the same location on the main analysis server.

8.5 An email will be sent from the System Administrator to the Bioanalyst or requester upon completion of the file restoration.

8.6 In the event that there is a disaster and the backup server also has difficulties, the administrator will restore the files from the latest tape backup that is available from the backup server.
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